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Abstract: Current electronic voting systems mostly relied on central server and the trusted third party, this kind system
architecture increases the security risks of voting, and even makes voting fail. In order to solve this issue, an electronic
voting system BFV-blockchainvoting that supported BFV homomorphic encryption was proposed, and this system ap-
plied the blockchain technology to the electronic voting system to replace the trusted third party. Firstly, an open and
transparent bulletin board was used to record the vote information, and an intelligent contract was used to realize the
functions of verification and self counting. Secondly, in order to further improve the security and reliability of the voting
process, the voter’s registration information was signed by SM2 signature algorithm, the ballot was managed by both par-
ties that can supervise each other, and the counting data was encrypted by the BFV full homomorphic encryption algo-
rithm. Finally, the evaluation of performance shows that it only costs 1.69 ms to complete one ballot in the proposed elec-
tronic voting system. This electronic voting scheme based on the BFV full homomorphic encryption and blockchain has
better security attributes such as manipulation-resistance, anonymity, verifiability, double-voting resistance, coer-
cion-resistance and resistance to quantum attacks. The scheme is suitable for a variety of voting scenarios and can meet
the efficiency requirements in large voting scenarios.

Keywords: electronic voting, blockchain, full homomorphic encryption, BFV homomorphic encryption, smart contract

Wik E AR 2022-04-02; fEEIHM: 2022-06-06

%ﬁlﬁa et R A AR R R R B BT H (No.3201023); “Hf5E LIE” “HFER LR ERE—RARE g
F BB ; I%fﬂﬂ?ﬁ%&%ﬁﬁ

Foundatlon Items: Advanced and High Level Discipline Construction Fund of Universities in Beijing (N0.3201023), The National

First-class Under Graduate Dicipline Construction of “Communication Engineering” and “Electronic Information Engineering”, The

National Cryptography Science Foundation of China



559 1

¥V %% : BFV-Blockchainvoting: SZHF BFV 4x[RIZS I 1) X B B P 22 R 4% - 101 -

0 5l

LR S RE TNV ETIE &t ey LK
HA R B A7 % 78 1981 4F Chaum'!
FUEUER I T R BOREOR, TR 7 A R
A A SR M A TR T B — T 2 i e
BEE RGN L UG B Al ORI, AR A BT 1
i TEAREE =R HTREGMEIHE
TRERFED, BFEEL MR TR R
BT R e ey 20, I, [
B R E AR 2 1 T AR SR T PR AT
HA G LR SN is M ) B, FLin s i B AT A A
P, AT DU i i ok e A R T PR b R B A DR A
ANEE 22 4 1]l

HAT, K2ZHE T3 RGO =I5 L
(5 BEAN T 52, 36 57 1 I 49 7R 2 Loy SR =
HUR BT R, IX 25 #5058 AR G R BRI %
i, REMBERM. XU 7 #ER
Foo . AT BRI A TS W AR R, AR
EEZERTRERG TR RS2SR
HUZER, DR MO X B 5 AR N - i 3052
FATARS T W (6 L A5t

1 tfHxI{E

F&MEREANATFETFRERSGY, oW
FEA RGO T UHEIESE . BT, T ElGamal
A Paillier b LB A MNERIARE, BILER
THREF RN AR Z . o, ElGamal N & i%:7E
Helios!" " R G0 45 31 7 iy ek . SCRR[13]32 0 T
BA e [FAYERR 0 ElGamal %5 7 8 16 19 5
3, FRETE AR s IS AR AR T 3R T R 2 4
PEo SCHR[ 14188 T — Fh o3 A 2 A A8 25 2% 1 HEL T3
R, EH R LIPE RS IIE, AR
e e 26 () R4 B o SCHR[ LS TR FH 1R) 25 0 2 5 ik IR A5
BT N2 SR ARAIEIE AT BB AL 24y, (HIXFf
I 5 A R RSN 1 s R, ERE
JIBHIRIMIR % . SCHk[16]% % ElGamal 5% AN
Paillier HIER T HTFHRIERS, FHX 2 Pk
(M B HEAT X EE o« STBR[17)6F Ducas 26840 B
RAFEMETENH TR TRERS, Kok
2SI e B AT R LB S, BT T R
E B B8 M BB AE B o SCHR[19]42 1 Schulze %
B &EMEH BGV (Brakerski-Gentry- Vaikuntana-

than) 4% [F) & N3 R N &k 52, Selih S A2
W B AL PR Y o SCHER[11]32 H —Fh 3 T SEAL FE 1)
Fo& A7 8% R%, ff#f  BFV
(Brakerski-Fan-Vercauteren) 4= [F] 25 N2 /7 RARIIE
REMPE TR ERM 2 e, RSB
7 R R EEAT T T

X P ARG AT EE = N T PR
ARG, TLUBE RS R G B, R R
Gi A E . SCHR20)B/R T — AN 2E T X Huk i 2
RGN SHESE, $&H 175 S8 AT DR DL 268 Al 55
d i, EARSE SR, k1]
P T — PP T LUK Y5 142 B G P2 X BB T
BWERG, HR BRI A E RN RS b
i8YE. CHR[22]1# H Hyperledger Fabric K & 52
R4, 1 Paillier 0% 5&yk . 22 R1RAIE B AT 582
R4 S B R SRS (I T XS & 1 %2
AFEFARI TIRE . SCHR[231H X Bt 5 ElGamal
BRAASE S, R ElGamal Bk A 251 B R ARIE 1%
S hr, XHBERN T BT RS T RS
=T WAL B Bty T (RS 0 2 S 1) 5N X REARAIE
PEES AT BT, N TE T 3 2240
BRI AS s L 2 R0 oy A N2 S, ANk 2
[F I FEAT DA RN SRE R R M TR 22, TE A PEAN
BHEBFE EEERAL.

AR RGE A T 3R E E S
PR R R AT T 2 AR E B SM2 . SM4 Rl SCHR[24]
P BFV &M INE &, HiEFEET SEAL
JE () BEV [FIZS N2 77 % . SEAL FE R A a3
CHHFF R TR A TR A N 26 B

A EETTRRAT T .

1) T AT BFV 4 [F &IN5 A X i
FHZE A T 5 R 405 %€ BFV-Blockchainvoting .
ZOT R SM2 SR SR T MHE B AT
ZE Kb ER, fEH SM4A HIEINEIE S, 454U
M B AR 7 S [ B e e ZE I RE, BT AER
TR S PR B AT BE 4 M PTER IR 1
AT EAM. AR E TGS 7R
PEo A BFV 4 [F) 25 0 %5 S0 e Z2 n %, 1 A
[ A I % ST S, SERL T SEaE AR I R
ORI o A X HRE & AR =T WM, R & R
B LS AR UE R B IR IR, A AR T
ERL s 3 A 8t 56 = 7 AL 7= AR ) 22 A B A

2) M7 RAT TP AR . T



« 102 ﬁ {

¥ ik

43 %

Golang %5 I A FE RGAENIRIZ S, 85
BT, ARG KGR ZE I [AFE8 1.69 ms.
i ELF Pandey 25 H 1) VoteChain $% 22 R4t
ZEIR AR/ T 98.87%: AR L T A7 M0 v 25 AR g
T SEAL FE [ [RIZS DAL 74 55 R GE I T S R k
DT 9.62%; MILLT Panja S5 3L T X e
() iy 21 i (1) L 4 S R G TE SRR A > T
32.4%. ZTREH T 2R E S, WL K
UECE S B 3

2 BFV-Blockchainvoting B8 F5 Z A %151

2.1 REUERR

KRG 5 A FESARAE R, BAA U .

REV, . BARENNREESES, K

ie[l,n]o

IO A 5T B M — HLBE ML ik
5 JRRARE AL 7 sOR ISR SRR A S

ERFAM : BT RIPREEH IR, ki
YR RAEHREH .

ik N C: BRRIERENZES, K
kell,m]o

XPBEM 2. — DT EEFENAERS,
e NATT AT AR B A Sk, s
B A TIEHR G IR B,

RGRESHE R 1 PR,

Vi,iell,n] o
A (ELA
M EXEIN
Ck.k e[l,m] fRE A
by,ie[l,n] =
X, R
Py R AY
X, REH IR
B BELH A
(r,5) SM2 %4 {8
k; SM4 Ji #% 4
sk BFV A4
pk BFV A%
rlk BFV i 5% 4

22 RGRMEEERE
221 A%RM

IS AT REE RGN IR ARE, RIS 3
ZARGM I, W 1 PR,

LG T4 R G TR AR =TT S
HRO IR SS AR AT B T, X PR AR B I R —
T AU L 52k B B o0 IR 55 4 A 8 R e ) 7 A
RS o AR GER XL P2P W28 254, A7
BRI HU AT TR, U R e S A SE IR
TAVEMER T S5 B R DIRE, AT RUETH RA M %4
PE SR

AL R G, WRIERRAE, XY S0
DA IE T RURVREBR S A, T RS B B A
R, MR AR S A ERF AN &
ROEE X P 2 e, LRIV I B R AR, R
ik 0 A U7 7] Web 117 PR AT AAK A3 S 5 I
222 FRLe kit

BETEEMERE S LN EES N E
THWE: MEEZMEREGNE. MEZEENR
Gzl RKHETEHEEENAERS, 5L
15 S AR AR AN [7) 73 Dy 3 30 1 R FHRR IR Y A
Horb, ™y S R RERRNHRES,
B R EEEHERMERFAN. B )EFEEN
TN E RGN, I R BFV AN %
LR EAXE T # BFV BUE ARV UL 5
bk S A A TE M Rk R A RS
e BEEE APAT A R X P, WE AT R DL
W o 125 TTAE, ARG wEl & a5 b, 2]
BEEE. —HREE SHRCIEE, Xt
2B — A X, B he G 200 X R B4R 22
R, UREEIE EAAT IR AT B, AR H SR (A 4
WG, MEIEEE SR TR

AT 5 R 48 BFV-Blockchainvoting
() X BB i 2 480 O B 1 B T I % HE A
ARG, ZRGRHET REST/JISON APL. TCP
MR 5545 B2 EEM TAEEUER (PoW, proof of
work ) JLHFE LM X I RE . ML T
Hyperledger Fabric F1LLKIGEE4EM), AKX R4S
18 B 28 0 B g 22 AT 58, kb 1 EH T A0
% F 2 48 228 TH I 3 5t 55 7] 8 . Blockchain.go
NS R B ) A, R A3k 2
i

23t



ECR ¥V %% : BFV-Blockchainvoting: SZHF BFV 4x[RIZS I 1) X B B P 22 R 4%

© 103 -

Blockchain

Block n—1 Block n Block nt1 Block nt+2

(Pre_hash) (Nonce Pre_hash) (Nonce Pre_hash) (Nonce Pre_hash) CNonce

GLgEe uﬁﬁ
WREHL]
1R

A

X et o = B % X HBE R

X

KRS Q K He

Blockchain

XY

1 R TFRERGMLE S
Ec) Blockchain.go #{#ELE# =3 BHRENFERINGE
£ RN AR TSR Tk Thig
BlockID int64 ‘json:"blockID"* TimeSetup() BB & B ]
3 RN
Timestamp int64 ‘json:"timestamp"" KeyGenerator() R BEV S A
VaildID() IFR TR S R AR
Transactions string ‘json:"transactions""
isVoted() HIWHRE R R EE R
Hash [JtransactionStruct “json:"hash™ TallyElection() Hm
PrevHash string “json:"prevhash™ DecryptVote() SRR
Difficulty string ‘json:"difficulty™ BT BFV @RS EERAGS T EE
Nonce int ‘json:"nonce"" /zﬁu ﬁ/i 1 Fﬁ% ° ﬁ%, g;(?%l‘li% bi )ﬁ ’ %ﬂﬁﬁ'f’t*ﬁ

Voting.go AR RGHIRIZH LS, BHeH
A R BT R IR 3 Fin .

TR THRELSR Y, WRET, Haedan
WA B S SR CRIA I RS SR
LT 2L, W voters[i] = false, UEHIRZEE NE



o

palll3

104+

i 43 %

UCOHATHES, FrE T EER, s i SEAL FE
A RIS IS FAT U5 . R, 10 S S 4
WhE, XIRSEHTERC, BE voters[i] = true,
MEKSTE. BE, WNeEMiEEir S RE, A
SEAL JE A RIS IE RIS 5, W H B2 R,
R BT S R

iRl AT BFV &RISINE LN &2
FEEE

HMIN LS

M R AR AT R resultVotes[k]

Mg FAGREE, KREEED ERE TG
Ry
ifth, )BTy

R ZAREFH R NE — RIS
if voters[i] = false, then
HE SEAL FE, BEAT BFV Eig 5
Candidate[k]= evalua-
tor.add_inplace(encryptedl, encrypted2)
voters[i] =true
else if ZHEH CLIR-TITILESE
Continue, BkidiZikt 5

end if

else if b, NETERIEHL H y

Continue, Bkidi%iksE

end if

if TS U A 4

HHE SEAL [, #EAT BFV f##ia 5

decryptor.decrypt(encryptedl, plain_result)

int result-

Votes[k]=encoder.decode int32(plain_result)

end if

return resultVotes[ k]

FEGETHILEERT, W PITREREG S, [H] BFV 4
[FIZSINEE AT SO S, e RN T S5 RS,
Halff#IE R AR . Biea A F B RS
I U SRS ISR ORI 224, BRokafe 2T
U SOERT AR e G LIS 5T, AR
PR S RIRARE, PRE 1 iR 224,
23 AREW

A HE H ) BFV-Blockchainvoting 5 %8 & E Al
1 4 BB B, AU B R A AR IR A
TR E BHEE N [R) VG N o ¥ G i B it 2 L1

TR EEN R, AL
{ [EmSvoEE) e
e abian gEiid
sy | EEUREH Al
VERHA SR, N IR T B
EROER| || vl ki
Y ANE ¥
. : L [k
g 24
| AL 5
- ; o i s 5 B
R i i i ;}g
[ PAURTL A, N STB B |
Pl i H:FRBFV
v : N I
: BFV#| B AP =
B R : ; Pl [ mm ;
| BSOS |
H : H f H ' /z}?ﬁlTl_\‘;g
W . : Pl s % 3
! VA, M ARRIERTEL !
' ' P L e '
e E S N IR ) IR e

K2 WTIRERAGTE



559 1

¥V %% : BFV-Blockchainvoting: SZHF BFV 4x[RIZS I 1) X B B P 22 R 4% * 105 -

—E, HIWNEE ¢, G E‘J%ﬁ‘?’\j(xc,yc); ai
il ay A PRI E 5 C— 2 MRIR R oG 3R H () A2
THERE Y v bit PR E R B 2 BT
RGitE.

231 EMHE

TEVEMBY B, B 5T A 1 i [ R R B =)
RATH SM2 B4 F N R AR AT .
HARGZ R R

1) B AR EALR. FHA 4 FE 4
e BN, MG AR I S IR I B3R S 4
S R HAEATRE A . N ESBEALIEIE P x, € Z
MR B S5 2 XN AN Py = x,G -

2) BEEEH AL T B v LA
5 G0N IR AN, VR A
X, €Z,, GZMPIM AN B, =x,G - EIEMIE,
B EE VRS R A FLEH A,

3) EHAM I EHE M ANAZL N TRTV
TR RO A B EE R I , WTRF
GRS MBEE, MIEHAHBT SM2 B4 )5 HiR
B E A 2544 1A B FE
Z, =H,s5(ENTL, | ID || @, [|a, | X6 | v || By) (D)
Hrr, 1D, REHG A MATHEbRN, A SRR
H G B AE AR, D, I FE Nentl, bit;
ENTL , /& B ¥ £ entl , B He0M A 2 15 . 2(1)
VWA th 26 b &P S H AR R R oy LR AR
SRIG XTI E V, I AEE B, T4, iHHE

M =Hash(P,) )
M=Z|M 3)
¢=H,(M) 4)

EREBENE k e[1,g—1], THEMEE 2R b s
(x,0)=kG , BRI

r=x,+e'(modq) ®)

s=(+x,)" (k-rx,)(modq) (6)
Hrb, (r,5) RE4AE
TEVE I BRI, BT 0 A A TS 42 .
232 RR#‘ZE
1) EZEA R PG A A n AN — HEEHLAY
kS b ieln] .
2) WERPE. BEFHRV AN ERFAM A
TF, VM ERBE R, MIBRAEV, %4

WA R B 7 S 3 S 5% .

3) KRS E By, ERA M BIREH Y,
A B, Ja, 183 SM2 B8 kT30, I 2 7,
e TALTE TR EH LM HIRAEE 4 (r,5) 21
AR

B, & r,sell,g-11&2EKRL, WRML,
WM=Z||M, itHe=H M), t=r+s, WHE
t=0, WIGIEAEE s FW, TR L e

(%,,) =G +1F; (7

RJG, WAIE r = e’ + x,(mod q) f& 75 AL, WIHR A
SEMBGIEE R, BEEE VA

4) FFRNEREDE, R IEE, FFREAM
BIEEFNAH B, KIRGEHER A, ERPAFEE.

5) EEEABCAINE . B A WEIFREA M
HEEIERE, Wik S R 1) B 45 BE AL 4>
MR E Y, .

TR EEN TS F RN M LIRSV, 200, A5
V. FIF SM2 [ EAZC s o tH SM4 TR 24
k, » k, 4 128 bit. SR FIF SM4 SLSHE TR TINE o

1 K, A RS B i ok ST W R N

enb, =SM4-Enc; (b,) (8)

HH, SM4-Enc /& SM4 M%K%, enb, &IN% )5
(36 5 o Sof i S EAT N5 1) H 002 1) =4 N MK
L, V,ERIEREREAN . EE A A ¥ enb, K
B M .

6) MNEEEAL . TR MBI 5 ik 5=
enb, FTELIGT, SRJERIELHEHV, o

7) fREIETE . VW Eend, J5, HILAEE

b; =SM4-Dec, (enb; ) ®

Hrh, SM4-Dec 5 SM4 IFIfif % R 3.
233 HEME

FEAE N & 50 M v, AT DO ik
N C TS

1) R REA LA BFV AR

FLEH sk ZBEHLAE I — N RECH-1. 08 1 1)
2, AYpk=(-ask+el,.a). HH, a N
WO A R LA R — A 2 I, H R
ps e AMEE LI, RAEEBS AR R NLIE
W —2H/NREL, e fEMAE R —IK, H%EEE5.

AR BFV ARVEHXT I, AAEH B A H 0 AR
B, A pk B XREE S EE T EIREEE Y, .



© 106 *

5

palll3

i 43 %

2) XE I
B = (b,||vote) (10)
Hrh, vote=(¢p ¢y, 5 c,,) BonfEii N C, BT
¢,, =BFV-Enc(cand,,) & 7~ I % J5 1) i& 5 ,
BFV-Enc &7~ BFV [FI &IN5 4L
LB SCR  AAMa N
cand, = . e 1 A 11
0, $ 52 SO S A iz e N
BFV 4[R2 L 7R 3R B R & sy
%, B 2 AZIAAR, mELEA

rlk :([—(aisk+ei)+Tisk2} ,ai),i 6[0,1,,...’[] (12)
p

cm:{{pkou-l—el-k%} ,[pk1u+e2]pj (13)
p

Hrr, ok iR, BT BFV RSO
m NS, AR RS I S b, o A
% N1 cand, B FREINEIBSL: T Ao R4,
I1=|log;(p)|: uNRBCA-1. 081 MZWK; ¢
iz /INF REE p HIEEL e v e, BUE AR R 3
SR, X2 0 R AR s R,
5EJE %3 pk A BFV MIA%H, pk, =pk[0] ,
pk; =pk[1] .

3) IR

BEHVIRAETEMR eSS, — B S

234 HEZHE

PN B RG, BRE A 2RI I B
PTEIX Bk FIOIGEE, DABETIER . AT R
iE, R A AL TRESRV, i nEr ,
BB 4l B T = (b, |vote) JEHEATIRE, Wb ey,
PR AT BT 3T, VA 1 225 SO Ak ik
N Gy HIZEH
Add(c;,,, ¢, 1Ik) = (ct,[0]+ ct [0, e, [1]+ct [1]) (14)

Hr, Add(c,,,c,,,1Ik) RKEBERH v, AV, k%
N cand,,, [ ZE G L% SCAHINMEE 3, R A RS
I s S SRR, B AT BT e A\
OCERHUE AN e, [01 80 et [1] 73 7 s B S m; e
JE A3 BRI A 2 30 et [0] i et [1] 4 51l 3 7w B 5C
m; fINE 545 E A 25 S

THEM B G, R G LI HE R BFV FA5
sk IR IEAE R, FRRk IR A RAE X P E AT

m,:{t[coJrcls]p} (15)
P i
Hodr,  m' N BFV & 5 it SRR, ¢ =c,[0],
¢ =c,[1] .

R 4 KT BFV RIS INE AR T ®
HAB B RAR R o

24 ZiETE

LS RPN 2 X Pk, B PIK AR

23 WHEMND T R THRE RS BFV-Block

=4 BFV RIAMBZREEEAR A RHE NN RS A
BFV Jife AR
FAH sk A WAL R — A REC-1. 0 5% 1 2 Tk
24 pk A pk = ([~ask+el,,a), Heh, a yEm e mb IR — 2T, KREMEN P e WRF LR, R
EHE A PR — LN BB, e TR R —, BRIRER
R ik %=HPW“+M+ﬂ*ﬂ/%HJ%QkuG,EWYTﬁ%%ﬁﬁ,hpwﬂMJ,@\qm¢&ﬁﬁ

SN (S )

T ZL(BFV % M Nz 5)

BFV fj

"

B

5 A R BLZ 2 30 A A7 A (7

Cm =[[Pk0”+el +%} >[Pk1”+62]pJ o b, om RIS, ASCUT R R E IR T by RS R A
P

candy BIFFEMNEMYSC: v HRHOV-1. 0B IZ T ¢ i/ T REUE P 88 e e INAMIFIR R

A . ey e REEMEERPEA, AR R pk Oy BEV WA, pko=pk[0], pky =pk[l]

Add(Cjp, € jm» 1K) = (ct;[0]+ct ;[0] ety [+t ;11 , Ferr,  Add(cjpy,c jy, tlk) TR v; A1V XHEZEA cand,,

HI PR OLESCHINEAE 3, ot [0] A oty [1] 20 IR IS my e JE A3 BIPI AL 3630, ot ;[0] i et j[1] 73 5 R7R

SN AT ) W i S

1 K 'S e = gy
M:Lﬁﬁﬂﬂﬂ},ﬁ¢,%=,ﬂm,q=%ﬁL 'y BEV R 1 248 5
p
t




559 1

¥V %% : BFV-Blockchainvoting: SZHF BFV 4x[RIZS I 1) X B B P 22 R 4% 107 -

chainvoting 177 & &1, 77 Sl AN Bk a
SM2. SM4 I BFV & [F#&MEHIL, B TR, o
AT IX JUA BEVEALE 77 5 rh I 2 B 4 3 0 R b
PEREAT R RE

1) HHHER

SM2 SEIRLEH x, € Z, e BN LR R,
AR AVHUT S S5 2 SN AHA Py = x,G .

SM4 [ #4H & A 0 4 A EEH V@il
SM2 FIE AL B R E], & 4 128 bit,

BFV SR H R e 52 H SEAL FEA
W, HhZzeZH B RNA=2048,

2) B RS HEH

SM2 [ FAEH x, AL 0% A TRATE, AN Py ATTS

SM4 BERVEH k i EE V, gL 4 %
EARTE,  F 0l F SR D 2 A 55

BFV BVEIIALE sk B A MO0 2 AR A7, A
pk HEREA LT #E, BEHV RAF.

X Ji 8] BFV-Blockchainvoting &4t 4 41—1X
PEERE, AR AT R E R, SM2. SM4. BFV 1)
B A T A R

3) BB

ASCHE ) BFV-Blockchainvoting J5 %€ 3 541
4 MELLB B, BAU B R AR R G
U B PR B TS L P o S [ B PR R e B 2008
1k 777 TimeSetup() i B, fEIE SR A S NG, SM2,
SM4. BFV [#EH A ENEWI IR ELE .-

SM2 B AR S B B, 7R B
HOASHEEE A HIATEL, Wil Ek R E
H, TR A, DME R REANTE S Ak SRR iR
AL . SM4 UK N AR SREUE S B,
N TR i R e S B ML M, R L
LA SM4 & s ke RN, ERFAAEE
TN JE ik By KGR, R IR 25 R
JE AT, B FIR AR T IR R AN T
BOPE. ML TE SN RSAL. ECC. AES 5514,
FER SM2 A1 SM4 HiEH F T, &5, &
PR R, 7 REE .

3 REMIERRS R

ACHEH BT S RS BFV-Block chainvoting
FE LAX P NI ZAEZE IR R AR, Z ARG TR IE
AZ Gt (UTXO, unspent transaction output) %2

AT K 51 . UTXO B RSk
JET LR, FORARFR SCHRAE JEA LUy kbl BB
R &80, £— a8 T HEE S AT RIS 2L
Fahitg . UTXO A e —EMAACKRE E—%
UTXO K, BRI GE5W . A0 R kit
153 R EF AR UTXO B 1 N\ 4 H Jir 2 it
7. UTXO BRI H v LAk i b v B 4748 HEAR
HBGE . SRR BB FATE .

31 ZEMIERA

AR HREE T REE SN 4 M
VEME S SRIBUESE . BEEEAITHEE . TEREEEE M B,
i SM2 B4 AN HEEE MEIME B T4
AhER, FRic AR S S B FEIR UL SR B, 8 SM4
BRI, I HAR B N CGE B AN
FEND PATR AN Z 7 W, A XA
SHPLE BTN, I ORIEIE S AE RN 4
WEEFH RS, FRAANRIEGEEE . KA
ST AT B BE S B e A

THEEM B X PV R R S 2T BB, &
Re B2 DR R Z ST, RIRE T R
HREEA TS, TLHER B 2 A1

DRLE, UE B AR SCHE H B L SR T R e et
A CLEZU NIRRT R BB B 2 etk . A S
2 CHR[27], 1% H Game Model SRiE BHFEEER B %2
eV, R, SV TS AL N
JE IR R

BS zA4bE: WRAE N g, %A 20
KA T F A Xk E C B AT ZBE RS, 6
LFRIZIR BT %2 BSP T a4

1) CBAT ALY PublicKey(sk) A4 B A
B, HBAHPK AL A .

2) ABEITEHUEFEA S m,,ie[l,---,n], FE
WARI S S ¢; i e[1,++,n] -

3) A RIEAHFEKERIISCm, . m45C, CHE
BLIESE b€ {0,1}, % m, KL% A .

4) A A b e {01, Wi b =b" WL Rk
Die ABFEREEMTEL, A7 %1% H BFV 2[RI H
EXHEERT I, BFV iR TH LRSS
(RLWE, learning with error over ring) [H|ff{50%:, Ft
PLA BIPEATT IZ N f# o RLWE [a) AL, PRt

AdVBFV,A )=

I%M:bﬂ—ﬂ:RLWHA)(M)



* 108 ﬁ {

R 43 %

Horp, A RS TT LB AT o X TR 2 i
) A SRIEIIHEAR E SO

AdWA):Pﬁb:bj—%:qwgm@ (17)

L LR, AT RAEBIEN BUE BS 22431,
[ P AR SCH H B R 7 3R T R e A .
32 REMSH

1) AnrEAM (BN ER S

AFE R N REEBCRAE, A RBUR R VRS
AL R — K SR AT 2 RS, R EAATTR
IR SR . (HR A LB A VR IR A — Kk
5 BUE 2 R SSIE SRR R B T

FEIX 2 FEDLT, A7 AR X L 5
(1, BRUAASCIT S X Pk RGN A b X T
Hi#, BEEAARRXYEE, a2 RIS,
PO — IR S . X F )54, BREE 20N
Z I B SR I BERF IR T A%

2) ANH gt

BB WA RS b, A4 W AT I 5%, 7
ASCHRMHTT S, REEE IR BRI,
P IR U (R G 3 K, N J5 %k 22 enb, o X
B U R IR RS, AT AE S
PR B AR . 2 EH AT LU k) fif#% enb, , 2R
JERHBUESE b 0 45 B - #R3% DDH (decisional
diffie-hellman) fEi¢, ANRIREFE—MER 2 I
[ P B TR X A (g, g%, 8", 8%k, = g
(g.8%.¢".¢°.k/ =R), X ReZ’,, DDH B&N

Pr[Ag.g" 8", 8"k =g™) |-
Pr[A(g,g”,gb,gc,ki’:R)]‘28 (18)

S THENIES a,b,c € Z,, , WA 2T ]
SFAEfFUE DDH )@ - BAT AT 2SI, A
DDH B FTUAARSC T ZBA AT mE .

3) ANATERTE

PR A )k BEAE X HLEE AT K A AT
fits, ARG BFV RIS 0SSk in s k22,
DR] 4% SR AN S T B B o 43 S5 T
TE 5350 3 00 575 346 3 e 18 B R S RE A A i A
ML LSS5 R

4) EAN

AL T5 ) FH LA B LA SR AR 4 i R

Bafh, (E& 77 GiEFRNMAERAESENER, &
G JE T 5K 1% B A S R B R A
2%, A EE M 4 AR BARIIE .

5) Al R

THEEBY SR, B Re A LI STEIX BBt R AT
SREE IR, IR T DABS AT PR B TS IE A A

6) P Uk Atk

BFV 2[RI MEIZHI 23T RLWE |
(RS PR HE g, ] AP - R e, RIE T &
Gt TSk 2 At .

4 M55

AT SEBRIAIA S A Intel BEE 15 ALER
#%. 8 GB N fF. 2.3 GHz. Windows 10 64 7 #:1E &
G AS FLN
4.1 BERGMEMRX

ARSI TR S R Gl X st B AR T
G =7, R XU R E A B R T
HEIEN A BE RS, M T Hyperledger Fabric 1L
K B X H e (17 450 % B B B 4% 1T 3 ) R A R
5, RILRGAMUAE AT EEIZAT, 0T U 23S
REGWMEREE R, N, XA RS HEE R
AEREFT R IEAT 20 A ko

KL RGNEZ X PEEHESE R A PoW LR
e, AR A N A RLX ST T B Y A
PECR i OB TR, SCER[28]H 4 T IX Lk
BEFETE T, wA9)FR.

Crow =T, (N—l)(2 _PsN_1)+

2
(N&D(LJQ+N—1 (19)

o, Cpyy FREET PoW LR A2 1 1 [X Bk i {3
D

%%,a%%émﬁﬁmﬁ%ﬁtﬁ,ﬂzxgﬁ
1

AN IEH A AN X R 02 TR], N SRR
R, nRoRTRE T, D RN BARHERE.
RS AR R G BG4, RIEX19), &
FTE T RGP RIS AN AR S ElIA
K a =5 TPS (transaction per second), I fi% 7]
1=7.5 MH/s (43> 10° /X Hash &%), PoW [{IXEfE
5 D=2.0. Bl 3 N7 miALH s DIME=E P, Jy 0 F1 0.85
X2 FiiEOL R ST MW 3 TR, EME
S GEETFED 59 A ERIEL, 2477 A3



559 1

¥V %% : BFV-Blockchainvoting: SZHF BFV 4x[RIZS I 1) X B B P 22 R 4% + 109 -

N 150 I, EAEE GEEIF) N 174, AR
GRS AR T AR, B AR R AE TR &
LI H AT P RIS AR N

500

—a—P=0.85
400 | —6—P=0

300
i /e/
N 2 ~

= Ann
‘:2 UV
100 /;/9/

0 X . . ,
25 50 75 100 125 150
RN

B3 AEA AN R E T

RIS PR BRI N AR ik
RACTHIE IR AN X Yo FI SRS . A ias
TSN N ARV LU B LS 20755k 3 KB (776
. BAREE RA KRS, BRI IR
K BT 7 A A RN B RS AN,
SO AEA A 0 B 2O X b 3 S 4

NV A SR GG TS, ARTITE 1 2 15RIEN
MBI, s T 1 IREBEEE. 25 IRIEEEH 50 Ik
PR IS, AR RIS BT AT T4,
WP 4 Fir, FARIEPEAG T 5 000 YRIEZET (KIA76E TT4H o
FRABVPAS TN, AR SEEE FHIRZIEK 2 KB, 3T
5 000 AL TR A AT ESZ N 9.8 MB, 147 1%
THHEW R R ERE T R,

120

100 |

60

TEEIF4H/KB

40 +

20

0 [ |
1 25 50
BB
Bl 4 RFHSEE DT A2 T4

ASCHEH ) BFV-Blockchainvoting /5 %8 3 241
14 MELLB B, BANH B R AR R A G
TRSGH E RE € I TRV BB A o« SRR, IR

R AR AR TR B SRR R N R AR AT, R
X RGRBAT MK, TTH AR TR E REGTHE
T3 7E R SE I 1) A 58 BT SRR OB . Dt ot 2R A%
B, AKNTRE T 50 BIEFEE 1 AR NRBEEIR
Bi. B 5 RRT 50 YOt EERIRAE R . Sk,
ARG IR G S THERIN ] 08 1.69 ms. I
X 10 ORI TH R A5 AT g ik, 2k
FRSOCRES R TSR, B8 OO 2 ) 1) 04
163.70 ms.

30 25140

25t
mz.O'
g
215
=10} ¢

osl 1.0056

O 2~770 13 16 19 22 25 28 31 34 37 40 43 46 4950

HERE
B 5 B S A T BRI )0

4.2 MHUKBRNBEFEERGIIEE S

WA T 5 HoAh H T X B sl R A5 s R
IR FHZE R G AT, 533 5 B, HET,
] P4 A1 K 22 B0 3 A e X e 5 4 ) A i 2 B
HRLE EAR BN B FBEE R G, JFRD
BT SEFRAEE T IR & 5 4, SCER[22]F13C
BR[201#0 R A T X Hedt 5 R 248 i kA gs A
%, BILRH Pallier #07r FRIAS N H%, RS
I R E I, MHETFAIR R E RS
BFV-Blockchainvoting Fr K ] BFV 4 [F] 5 IN% 5
HRUBCR K . SCHR[30]HH K Pallier #B4> [A14S
s gk, AHEARIC X PUEEIRES, B SRR B
FHEL TR AR B 2840 BLAL & 6 AN A 0 SCHk[29]
AT E B B RN T 99.79%. FHEE TS
BR[30], ASSCH E M 22 A T 95.77%. X
BR[31IFISCHR[IIHE A T BA bisE ik B
PRI A RIS s 5%, (BRI B KT X P 2R
Bio AHEEFSCER11] 5 BhEE =7 WA 5 BFV 22 [A]
AN EEA G A TR, AT R
(> T 9.63%. SCHR[201 R SCHR[25 11 1 X Bt 42
¥, AHIEA RIS E%k . AT CRRr[20],
A7 T ZER [RD T 98.87%. SCHR[25118 H
B E R SUENBCINEE R, REONBRIRIELL
U (P R AR 4 2 7R B AR K N ], AR B TR
DLK 35 2840 HLALE 50 AN s I SCHR[25], AU &
(R SE I AR T 32.4%.



<110 + wofE ¥ W 043 %
x5 ANAREEMHRMMEELE
5% XHREEHAR REMERE 2h2eld HETRE puatt A B 4 AU T2 /ms
SCHR[22] v Pallier X X J v J J _
SCHR[29] J Pallier X X X J J v 813
SCHR[30] X Pallier X X X X J J 39.94
SCHR[31] X GSW X v X v J J _
SCHR[11] X BFV X N X N v v 1.87
HiR[20] J — X X X J J J 150
SCHR[25] v — X X X N J J 2.5
ES I S v BFV v v v v v J 1.69
[3] ALAM K M R, TAMURA S, RAHMAN S M §, et al. An electronic
5 HRIE

AR TR R GE X R BFV 4
[FIAS N2 BEAR G &, R 4 RS 0 2 S n % ik
firie SE AT DAE RS SRS L P Tt ik A
PSR G  E B e K R R A & A i, AR
IE TR R PR A . TR S SR SR
B, iR SM2 842 Hk s R M HE B
BT, FH SM4 RN iEs, EwFEa
REWs AR I B R S A IR A IR 52, RIS E S
EEEESE. WERRTREE, FIFXHE L
) R B 2 S T 45 S A 1) A VA M SR R AT O 2
hig. (A XHEEBRTESE =77, BaE =%
Bh SEEOIR 2% 25 4 Mk Ja A R R KU, TR
RAAFEFEF . WK, ARG RIEZ T
SRS A8 1.69 ms, AH LT SCHR[29] 743 A X B
BN Pallier 3075 R A N2 HIEA G A 0 ZE 7 =10
THEEHT TP T 99.79%;  AHEE T SCHR[ 117+ £5 Bh 2R
=Y BFV RS MEFIEMEES AR ET
R EE TR T 9.62%;  HHELT SCHR[25] A AE
RIS INEEE, R X R S i S 7 E W)
THEERT D T 32.4%. AT RaAMRITH RIS
B, EERCRELE, FTUCN KRB T iR
it s, R RBE A R R A R A S B A
TEX P P ZE P N, R TR RS LM%
MRS b7

SE WK :

(1

HH 2=
7_J‘<,flil 4%\ ’

CHAUM D L. Untraceable electronic mail, return addresses, and
digital pseudonyms [J]. Communications of the ACM, 1981, 24(2):
84-90.

WANG K H, MONDAL S K, CHAN K, et al. A review of
contemporary E-voting:
usability[J]. Data Science and Pattern Recognition, 2017, 1(1): 31-47.

(2]

requirements, technology, systems and

(4]

(3]

(6]

(7

(8]

(9]

[10]

(1]

[12]

[13]

[14]

voting scheme based on revised-SVRM and confirmation numbers[J].
IEEE Transactions on Dependable and Secure Computing, 2021, 18(1):
400-410.

ARANHA D F, BAUM C, GJOSTEEN K, et al. Lattice-based proof of
shuffle and applications to electronic voting[C]//Cryptographers’ Track
at the RSA Conference (CT-RSA). Berlin: Springer, 2021: 227-251.
HAINES T, GORE R, SHARMA B. Did you mix me? Formally
verifying verifiable mix nets in electronic voting[C]//Proceedings of
2021 IEEE Symposium on Security and Privacy. Piscataway: IEEE
Press, 2021: 1748-1765.

KUMAR M, CHAND S, KATTI C P. A secure end-to-end verifiable
Internet-voting system using identity-based blind signature[J]. IEEE
Systems Journal, 2020, 14(2): 2032-2041.

KUMAR M, KATTI C P, SAXENA P C. A secure anonymous e-voting
system using identity-based blind signature scheme[C]/International
Conference on Information Systems Security (ICISS). Berlin: Springer,
2017: 29-49.

ZHANG X, ZHANG J Z, XIE S C. A secure quantum voting scheme
based on quantum group blind signature[J]. International Journal of
Theoretical Physics, 2020, 59(3): 719-729.

FAN X Y, WU T, ZHENG Q H, et al. HSE-Voting: a secure
high-efficiency electronic voting scheme based on homomorphic
signeryption[J]. Future Generation Computer Systems, 2020, 111:
754-762.

FAN X Y, WU T, ZHENG Q H, et al. DHS-voting: a distributed
homomorphic signeryption E-voting[C]/International Conference on
Cloud,
Applications (DepenSys). Berlin: Springer, 2019: 40-53.

MEYs, BFH, SkAETAR, 5. B SEAL EMRESIBHETFRER
4[I]. HEHLEAR, 2020, 43(4): 711-723.

YANG Y T, ZHAO Y, ZHANG Q L, et al. Weighted electronic voting
system with homomorphic encryption based on SEAL[J]. Chinese
Journal of Computers, 2020, 43(4): 711-723.

ADIDA B. Helios: Web-based open-audit voting[C]//USENIX Security
Symposium (USS). Berkeley: USENIX Association, 2008: 335-348.
ARA A, AL-RODHAAN M, TIAN Y, et al. A secure privacy-preserving
data aggregation scheme based on bilinear ElGamal cryptosystem for
remote health monitoring systems[J]. IEEE Access, 2017, 5: 12601-12617.
ANJIMA V S, HARI N N. Secure cloud e-voting system using fully

Dependability in Sensor, and Big Data Systems and

homomorphic elliptical curve cryptography[C]//Proceedings of 2019

International Conference on Intelligent Computing and Control



559 1

¥l %45 : BFV-Blockchainvoting: SZ#F BFV 4x[R] 235 ) X B i 71 22 R 4%

e 111 -

[15]

[16]

[17]

(18]

[19]

(20]

(21]

(22]

(23]

(24]

(23]

[26]

[27]

(28]

[29]

Systems (ICCS). Piscataway: IEEE Press, 2019: 858-864.

KIM H, KIM K E, PARK S, et al. E-voting system using
homomorphic encryption and blockchain technology to encrypt voter
data[J]. arXiv Preprint, arXiv: 2111.05096, 2021.

PATEL B, TANDEL P, SANGHVI S. Efficient ballot casting in ranked
based voting system using homomorphic encryption[C]//International
Conference on Advances in Computing and Data Sciences (ICACD).
Berlin: Springer, 2019: 565-576.

CHILLOTTI I, GAMA N, GEORGIEVA M, et al. A homomorphic
LWE based E-voting scheme[C]//Post-Quantum Cryptography (PQC).
Berlin: Springer, 2016: 245-265.

DUCAS L, DURMUS A, LEPOINT T, et al. Lattice signatures and
bimodal Gaussians[C]//33rd Annual Cryptology Conference on Ad-
vances in Cryptology (CRYPTO). Berlin: Springer, 2013: 40-56.
YADAV V K, ANAND A, VERMA S, et al. Private computation of the
Schulze voting method over the cloud[J]. Cluster Computing, 2020,
23(4): 2517-2531.

PANDEY A, BHASI M, CHANDRASEKARAN K. VoteChain: a
blockchain based E-voting system[C]//Proceedings of 2019 Global
Conference for Advancement in Technology (GCAT). Piscataway:
IEEE Press, 2019: 1-4.

ALAM A, RASHID S M Z U, ABDUS SALAM M, et al. Towards
2018
International Conference on Innovations in Science, Engineering and
Technology (ICISET). Piscataway: IEEE Press, 2018: 351-354.

YU B, LIU J K, SAKZAD A, et al. Platform-independent secure
blockchain-based voting
Information Security (ICIS). Berlin: Springer, 2018: 369-386.

PRIYA J C, BHAMA P R S, SWARNALAXMI S, et al. Blockchain

centered homomorphic encryption: a secure solution for E-balloting

blockchain-based  E-voting  system[C]//Proceedings  of

system[C]//International Conference on

[C])//International Conference on Computer Networks, Big Data and
IoT. Berlin: Springer, 2018: 811-819.

FAN J, VERCAUTEREN F. Somewhat practical fully homomorphic
encryption [J]. IACR Cryptology Eprint Archive, 2012, 1(1): 144-156.
PANJA S, ROY B. A secure end-to-end verifiable E-voting system
using blockchain and cloud server[J]. Journal of Information Security
and Applications, 2021, 59: 102815.

WL, )5 R, KM, 55 HET SM9 SHEEN] %4 (1 X Pk
B R TT S []. B4R, 2019, 30(6): 1692-1704.

YANG Y T, CAIJ L, ZHANG X W, et al. Privacy preserving scheme
in block chain with provably secure based on SM9 algorithm[J].
Journal of Software, 2019, 30(6): 1692-1704.

KHADER D, SMYTH B, RYAN P Y A, et al. A fair and robust voting
system by broadcast[J]. Lecture Notes in Informatics, 2012, 23(2):
285-299.

B, IR, AR, S5 TLRM L b X PRI E T
Hr[I]. AESEHE B R 52 24R, 2020, 43(6): 140-146.

CAO B, NIE K J, PENG M G et al. Overhead analysis of blockchain
consensus algorithm in wireless networks[J]. Journal of Beijing
University of Posts and Telecommunications, 2020, 43(6): 140-146.
DAGHER G G, MARELLA P B, MILOJKOVIC M, et al. Broncovote:
secure voting system using ethereum’s blockchain[J]. Computer

Science, 2018, 48(4): 96-107.

[30] SAADEHI A, ABANDAH G A. Investigating parallel implementations

[31

of electronic voting verification and tallying processes[C]//Proceedings
of 2017 European Conference on Electrical Engineering and Computer
Science (EECS). Piscataway: IEEE Press, 2017: 70-75.

ffl. T AR 1B F RS 07 B LD]. BN WiLE T
K2, 2019.

HE Q. Research on electronic voting scheme based on fully homomorphic

encryption[D]. Hangzhou: Zhejiang Sci-Tech University, 2019.

HEEE N

wiE (1978— O , B, WEFIl A, 1
+, JERUHRTRIEER R AT,
PG %2 B PR SR A B, F R
BB 585 2 4. SRAINE. B
MRS

XUFEFT (1998 D, 2, WIZREMIN, 75%
HL RO A, T A X R
e a. wahil 5%,

X|3EES (1972— ), B, BT A, db
SRR B TR, 3B AT 1A
®5EE 4. XkEzs.

WE (1969- ) , @, JREEN, i,
R PRI B %, BT 5T 7 W iR
155 M %% 274 FRAN 22 4 X 22 45,

BE (1977- ) , %, Bz A, L,
P R R Hd . M AESIE, E58
R NS EAREE 274 BESERY
25,



	09-220197-hıł.pdf

